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Appliation Development

Pratie Exerises

9.1 What is the main reason why servlets give better performane than programs

that use the ommon gateway interfae (CGI), even though Java programs gen-

erally run slower than C or C++ programs?

Answer:

The CGI interfae starts a new proess to servie eah request, whih has a

signi�ant operating system overhead. On the other hand, servlets are run as

threads of an existing proess, avoiding this overhead. Further, the proess run-

ning threads ould be the web server proess itself, avoiding interproess om-

muniation, whih an be expensive. Thus, for small to moderate-sized tasks,

the overhead of Java is less than the overhead saved by avoiding proess re-

ation and ommuniation.

For tasks involving a lot of CPU ativity, this may not be the ase, and using

CGI with a C or C++ program may give better performane.

9.2 List some bene�ts and drawbaks of onnetionless protools over protools

that maintain onnetions.

Answer:

Most omputers have limits on the number of simultaneous onnetions they

an aept. With onnetionless protools, onnetions are broken as soon as

the request is satis�ed, and therefore other lients an open onnetions. Thus

more lients an be served at the same time. A request an be routed to any one

of a number of di�erent servers to balane load, and if a server rashes, another

an take over without the lient notiing any problem.

The drawbak of onnetionless protools is that a onnetion has to be

reestablished every time a request is sent. Also, session information has to be

sent eah time in the form of ookies or hidden �elds. This makes them slower

than the protools whih maintain onnetions in ase state information is re-

quired.
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9.3 Consider a arelessly written web appliation for an online-shopping site, whih

stores the prie of eah item as a hidden form variable in the web page sent to

the ustomer; when the ustomer submits the form, the information from the

hidden form variable is used to ompute the bill for the ustomer. What is the

loophole in this sheme? (There was a real instane where the loophole was

exploited by some ustomers of an online-shopping site before the problem was

deteted and �xed.)

Answer:

A haker an edit the HTML soure ode of the web page and replae the value

of the hidden variable prie with another value, use the modi�ed web page to

plae an order. The web appliation would then use the user-modi�ed value as

the prie of the produt.

9.4 Consider another arelessly written web appliation whih uses a servlet that

heks if there was an ative session but does not hek if the user is autho-

rized to aess that page, instead depending on the fat that a link to the page is

shown only to authorized users. What is the risk with this sheme? (There was

a real instane where appliants to a ollege admissions site ould, after logging

into the web site, exploit this loophole and view information they were not au-

thorized to see; the unauthorized aess was, however, deteted, and those who

aessed the information were punished by being denied admission.)

Answer:

Although the link to the page is shown only to authorized users, an unauthorized

user may somehow ome to know of the existene of the link (for example, from

an unauthorized user, or via web proxy logs). The user may then log in to the

system and aess the unauthorized page by entering its URL in the browser. If

the hek for user authorization was inadvertently left out from that page, the

user will be able to see the result of the page.

The HTTP referer attribute an be used to blok a naive attempt to exploit suh

loopholes by ensuring the referer value is from a valid page of the web site.

However, the referer attribute is set by the browser and an be spoofed, so a

maliious user an easily work around the referer hek.

9.5 Why is it important to open JDBC onnetions using the try-with-resoures (try

(§){ § } ) syntax?

Answer:

This ensures onnetions are losed properly, and you will not run out of

database onnetions.

9.6 List three ways in whih ahing an be used to speed up web server perfor-

mane.

Answer:
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Cahing an be used to improve performane by exploiting the ommonalities

between transations.

a. If the appliation ode for serviing eah request needs to open a on-

netion to the database, whih is time onsuming, then a pool of open

onnetions may be reated beforehand, and eah request uses one from

those.

b. The results of a query generated by a request an be ahed. If the same

request omes again, or generates the same query, then the ahed result

an be used instead of onneting to the database again.

. The �nal web page generated in response to a request an be ahed. If

the same request omes again, then the ahed page an be outputed.

9.7 The netstat ommand (available on Linux and on Windows) shows the ative

network onnetions on a omputer. Explain how this ommand an be used to

�nd out if a partiular web page is not losing onnetions that it opened, or if

onnetion pooling is used, not returning onnetions to the onnetion pool.

You should aount for the fat that with onnetion pooling, the onnetion

may not get losed immediately.

Answer:

The tester should run netstat to �nd all onnetions open to the mahine/soket

used by the database. (If the appliation server is separate from the database

server, the ommand may be exeuted at either of the mahines). Then the web

page being tested should be aessed repeatedly (this an be automated by using

tools suh as JMeter to generate page aesses). The number of onnetions to

the database would go from 0 to some value (depending on the number of on-

netions retained in the pool), but after some time the number of onnetions

should stop inreasing. If the number keeps inreasing, the ode underlying the

web page is learly not losing onnetions or returning the onnetion to the

pool.

9.8 Testing for SQL-injetion vulnerability:

a. Suggest an approah for testing an appliation to �nd if it is vulnerable to

SQL injetion attaks on text input.

b. Can SQL injetion our with forms ofHTML input other than text boxes?

If so, how would you test for vulnerability?

Answer:

a. One approah is to enter a string ontaining a single quote in eah of the

input text boxes of eah of the forms provided by the appliation to see
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if the appliation orretly saves the value. If it does not save the value

orretly and/or gives an error message, it is vulnerable to SQL injetion.

b. Yes, SQL injetion an even our with seletion inputs suh as drop-

down menus, by modifying the value sent bak to the server when the

input value is hosen�for example by editing the page diretly, or in the

browser's DOM tree. Most modern browsers provide a way for users to

edit the DOM tree. This feature an be able to modify the values sent to

the appliation, inserting a single quote into the value.

9.9 A database relation may have the values of ertain attributes enrypted for se-

urity. Why do database systems not support indexing on enrypted attributes?

Using your answer to this question, explain why database systems do not allow

enryption of primary-key attributes.

Answer:

It is not possible in general to index on an enrypted value, unless all our-

renes of the value enrypt to the same value (and even in this ase, only equality

prediates would be supported). However, mapping all ourrenes of a value to

the same enrypted value is risky, sine statistial analysis an be used to reveal

ommon values, even without deryption; tehniques based on adding random

�salt� bits are used to prevent suh analysis, but they make indexing impossible.

One possible workaround is to store the index unenrypted, but then the index

an be used to leak values. Another option is to keep the index enrypted, but

then the database system should know the deryption key, to derypt required

parts of the index on the �y. Sine this requires modifying large parts of the

database system ode, databases typially do not support this option.

The primary-key onstraint has to be heked by the database when tuples are

inserted, and if the values are enrypted as above, the database systemwill not be

able to detet primary-key violations. Therefore, database systems that support

enryption of spei�ed attributes do not allow primary-key attributes, or for that

matter foreign-key attributes, to be enrypted.

9.10 Exerise 9.9 addresses the problem of enryption of ertain attributes. However,

some database systems support enryption of entire databases. Explain how the

problems raised in Exerise 9.9 are avoided if the entire database is enrypted.

Answer:

When the entire database is enrypted, it is easy for the database to perform

deryption as data are fethed from disk into memory, so in-memory storage is

unenrypted. With this option, everything in the database, inluding indies, is

enrypted when on disk, but unenrypted in memory. As a result, only the data

aess layer of the database system ode needs to be modi�ed to perform en-

ryption, leaving other layers untouhed. Thus, indies an be used unhanged,

and primary-key and foreign-key onstraints enfored without any hange to the

orresponding layers of the database system ode.
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9.11 Suppose someone impersonates a ompany and gets a erti�ate from a

erti�ate-issuing authority. What is the e�et on things (suh as purhase or-

ders or programs) erti�ed by the impersonated ompany, and on things erti-

�ed by other ompanies?

Answer:

The key problem with digital erti�ates (when used oine, without ontating

the erti�ate issuer) is that there is no way to withdraw them.

For instane (this atually happened, but names of the parties have been

hanged) person C laims to be an employee of ompany X and gets a new

publi key erti�ed by the ertifying authority A. Suppose the authority A in-

orretly believed that C was ating on behalf of ompany X , and it gave C a

erti�ate ert. Now C an ommuniate with person Y , who heks the er-

ti�ate ert presented by C and believes the publi key ontained in ert really

belongs to X . C an ommuniate with Y using the publi key, and Y trusts the

ommuniation is from ompany X .

Person Y may now reveal on�dential information to C or aept a pur-

hase order from C or exeute programs erti�ed by C, based on the publi key,

thinking he is atually ommuniating with ompany X . In eah ase there is

potential for harm to Y .

Even if A detets the impersonation, as long as Y does not hek with A (the

protool does not require this hek), there is no way for Y to �nd out that the

erti�ate is forged.

If X was a erti�ation authority itself, further levels of fake erti�ates ould

be reated. But erti�ates that are not part of this hain would not be a�eted.

9.12 Perhaps themost important data items in any database system are the passwords

that ontrol aess to the database. Suggest a sheme for the seure storage

of passwords. Be sure that your sheme allows the system to test passwords

supplied by users who are attempting to log into the system.

Answer:

A sheme for storing passwords would be to enrypt eah password (after

adding randomly generated �salt� bits to prevent ditionary attaks), and then

use a hash index on the user-id to store/aess the enrypted password. The

password being used in a login attempt is then enrypted (if randomly gener-

ated �salt� bits were used initially, these bits should be stored with the user-id

and used when enrypting the user-supplied password). The enrypted value

is then ompared with the stored enrypted value of the orret password. An

advantage of this sheme is that passwords are not stored in lear text, and the

ode for deryption need not even exist. Thus, �one-way� enryption funtions,

suh as seure hashing funtions, whih do not support deryption an be used

for this task. The seure hashing algorithm SHA-1 is widely used for suh one-

way enryption.
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