CHAPTER

Application Design and
Development

Practice Exercises

9.1

9.2

What is the main reason why servlets give better performance than pro-
grams that use the common gateway interface (CGI), even though Java
programs generally run slower than C or C++ programs?

Answer: The CGI interface starts a new process to service each request,
which has a significant operating system overhead. On the other hand,
servelets are run as threads of an existing process, avoiding this overhead.
Further, the process running threads could be the Web server process it-
self, avoiding interprocess communication which can be expensive. Thus,
for small to moderate sized tasks, the overhead of Java is less than the
overheads saved by avoiding process creating and communication.

For tasks involving a lot of CPU activity, this may not be the case, and using
CGI with a C or C++ program may give better performance.

List some benefits and drawbacks of connectionless protocols over proto-
cols that maintain connections.

Answer:  Most computers have limits on the number of simultaneous
connections they can accept. With connectionless protocols, connections
are broken as soon as the request is satisfied, and therefore other clients
can open connections. Thus more clients can be served at the same time.
A request can be routed to any one of a number of different servers to
balance load, and if a server crashes another can take over without the
client noticing any problem.

The drawback of connectionless protocols is that a connection has to
be reestablished every time a request is sent. Also, session information
has to be sent each time in form of cookies or hidden fields. This makes
them slower than the protocols which maintain connections in case state
information is required.



2

Chapter 9 Application Design and Development

9.3

9.4

9.5

Consider a carelessly written Web application for an online-shopping site,
which stores the price of each item as a hidden form variable in the Web
page sent to the customer; when the customer submits the form, the in-
formation from the hidden form variable is used to compute the bill for
the customer. What is the loophole in this scheme? (There was a real in-
stance where the loophole was exploited by some customers of an online-
shopping site, before the problem was detected and fixed.)

Answer: A hacker can edit the HTML source code of the Web page, and
replace the value of the hidden variable price with whatever value they
want, and use the modified Web page to place an order. The Web application
would then use the user-modified value as the price of the product.

Consider another carelessly written Web application, which uses a servlet
that checks if there was an active session, but does not check if the user is
authorized to access that page, instead depending on the fact that a link
to the page is shown only to authorized users. What is the risk with this
scheme? (There was a real instance where applicants to a college admissions
site could, after logging into the Web site, exploit this loophole and view
information they were not authorized to see; the unauthorized access was
however detected, and those who accessed the information were punished
by being denied admission.)

Answer: Although the link to the page is shown only to authorized users,
an unauthorized user may somehow come to know of the existence of the
link (for example, from an unauthorized user, or via Web proxy logs). The
user may then login to the system, and access the unauthorized page by
entering its URL in the browser. If the check for user authorization was
inadvertantly left out from that page, the user will be able to see the result
of the page.

The HTTP referer attribute can be used to block a naive attempt to exploit
such loopholes, by ensuring the referer value is from a valid page of the
Web site. However, the referer attribute is set by the browser, and can be
spoofed, so a malicious user can easily work around the referer check.

List three ways in which caching can be used to speed up Web server
performance.

Answer: Caching can be used to improve performance by exploiting the
commonalities between transactions.

a. If the application code for servicing each request needs to open a
connection to the database, which is time consuming, then a pool of
open connections may be created before hand, and each request uses
one from those.

b. The results of a query generated by a request can be cached. If same
request comes agian, or generates the same query, then the cached
result can be used instead of connecting to database again.
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c. Thefinal webpage generated in response to a request can be cached. If
the same request comes again, then the cached page can be outputed.

The netstat command (available on Linux and on Windows) shows the
active network connections on a computer. Explain how this command can
be used to find out if a particular Web page is not closing connections that
it opened, or if connection pooling is used, not returning connections to
the connection pool. You should account for the fact that with connection
pooling, the connection may not get closed immediately.

Answer: The tester should run netstat to find all connections open to the
machine/socket used by the database. (If the application server is separate
from the database server, the command may be executed at either of the
machines). Then, the Web page being tested should be accessed repeatedly
(this can be automated by using tools such as JMeter to generate page
accesses). The number of connections to the database would go from 0 to
some value (depending on the number of connections retained in the pool),
but after some time the number of connections should stop increasing. If
the number keeps increasing, the code underlying the Web page is clearly
not closing connections or returning the connection to the pool.

Testing for SQL-injection vulnerability:

a. Suggest an approach for testing an application to find if it is vulner-
able to SQL injection attacks on text input.

b. Can SQL injection occur with other forms of input? If so, how would
you test for vulnerability?

Answer:

a. One approach is to enter a string containing a single quote in each of
the input text boxes of each of the forms provided by the application,
to see if the application correctly saves the value. If it does not save
the value correctly, and/or gives an error message, it is vulnerable to
SQL injection.

b. Yes, SQL injection can even occur with selection inputs such as drop-
down menus, by modifying the value sent back to the server when
the input value is chosen, for example by editing the page directly, or
in the browser’s DOM tree. A test tool should be able to modify the
values sent to the application, inserting a single quote into the value;
the test tool should also spoof (modify) the HTTP refer attribute to be
a valid value, to bypass any attempt by the application to check the
refer attribute.

A database relation may have the values of certain attributes encrypted
for security. Why do database systems not support indexing on encrypted
attributes? Using your answer to this question, explain why database sys-
tems do not allow encryption of primary-key attributes.
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Answer: Itisnot possible in general to index on an encrypted value, unless
all occurrences of the value encrypt to the same value (and even in this
case, only equality predicates would be supported). However, mapping all
occurrences of a value to the same encrypted value is risky, since statistical
analysis can be used to reveal common values, even without decryption;
techniques based on adding random “salt” bits are used to prevent such
analysis, but they make indexing impossible. One possible workaround
is to store the index unencrypted, but then the index can be used to leak
values. Another option is to keep the index encrypted, but then the database
system should know the decryption key, to decrypt required parts of the
index on the fly. Since this required modifying large parts of the database
system code, databases typically do not support this option.

The primary-key constraint has to be checked by the database when tuples
are inserted, and if the values are encrypted as above, the database system
will not be able to detect primary key violations. Therefore database sys-
tems that support encryption of specified attributes do not allow primary-
key attributes, or for that matter foreign-key attributes, to be encrypted.

Exercise 9.8 addresses the problem of encryption of certain attributes. How-
ever, some database systems support encryption of entire databases. Ex-
plain how the problems raised in Exercise 9.8 are avoided when the entire
database is encrypted.

Answer: When the entire database is encrypted, it is easy for the database
to perform decryption as data is fetched from disk into memory, so in-
memory storage is unencrypted. With this option, everything in the database,
including indices, is encrypted when on disk, but un-encrypted in memory.
As aresult, only the data access layer of the database system code needs to
be modified to perform encryption, leaving other layers untouched. Thus,
indices can be used unchanged, and primary-key and foreign-key con-
straints enforced without any change to the corresponding layers of the
database system code.

Suppose someone impersonates a company and gets a certificate from a
certificate-issuing authority. What is the effect on things (such as purchase
orders or programs) certified by the impersonated company, and on things
certified by other companies?

Answer: The key problem with digital certificates (when used offline,
without contacting the certificate issuer) is that there is no way to withdraw
them.

For instance (this actually happened, but names of the parties have been
changed) person C claims to be an employee of company X and get a new
public key certified by the certifying authority A. Suppose the authority
Aincorrectly believed that C was acting on behalf of company X, it gives
C a certificate cert. Now, C can communicate with person Y, who checks
the certificate cert presenetd by C, and believes the public key contained
in cert really belongs to X. Now C would communicate with Y using the
public key, and Y trusts the communication is from company X.
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Person Y may now reveal confidential information to C, or accept
purchase order from C, or execute programs certified by C, based on the
public key, thinking he is actually communicating with company X. In each
case there is potential for harm to Y.

Even if A detects the impersonation, as long as Y does not check with A
(the protocol does not require this check), there is no way for Y to find out
that the certificate is forged.

If X was a certification authority itself, further levels of fake certificates
can be created. But certificates that are not part of this chain would not be
affected.

Perhaps the most important data items in any database system are the
passwords that control access to the database. Suggest a scheme for the
secure storage of passwords. Be sure that your scheme allows the system
to test passwords supplied by users who are attempting to log into the
system.

Answer: A scheme for storing passwords would be to encrypt each pass-
word (after adding randomly generated “salt” bits to prevent dictionary
attacks), and then use a hash index on the user-id to store/access the en-
crypted password. The password being used in a login attempt is then
encrypted (if randomly generated “salt” bits were used initially these bits
should be stored with the user-id, and used when encrypting the user-
supplied password). The encrypted value is then compared with the stored
encrypted value of the correct password. An advantage of this scheme is
that passwords are not stored in clear text and the code for decryption
need not even exist. Thus, “one-way” encryption functions, such as secure
hashing functions, which do not support decryption can be used for this
task. The secure hashing algorithm SHA-1 is widely used for such one-way
encryption.






